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M

In t his  t u torial I will describe  how to  ins tall JPCap  fro m  source  code  on  Linux (Ubunty  7.10  or  Debian  
4.0). 

JPCap  is  an  open - source  Java  library  released  u n der  t he  GNU  LGPL and  designed  to  enable  t he  
capt uring  an d  sen ding  ne twork  packets  in  Java.  JPCap  is  developed  by  Keita  Fujii an d  the  Universi ty 
of California and  Irvine.

The JPCap ho me page is h t t p: / / n e t research.ics.uci.edu / kf ujii / j pcap / d oc /  

 

JPCap  is a  Java Native Library Imple men ta tion  (JNI) of  t he  po p ular  libpcap  library an d  sho uld  t herefor  
work  on  any OS which  su p por t s  libpcap. libpcap  is  a  u ser - level packet  cap tu re  library t ha t  p rovides  a  
com mo n,  syste m - indepe n de n t  API  for  low - level  ne twork  m o ni toring.  libpcap  is  also  ope n - source 
software developed  an d  m ain tained  by TCPDu m p.org.

We will u se  JPCap and  libpcap  on  the  Linux opera ting sys te m  bu t  t he  both  libraries  work  on  Microsoft  
Windows (WinPcap), Linux, FreeBSD, an d  Mac OS X.

W

JPCap su p por t s  t he  following types  of ne twork  da ta: 
Layer 2: Ethernet  Datagra ms
Layer 3: IPv4 & Ipv6 ARP /RARP

TCP, UDP an d  ICMPv4.  

T

JPCap  recognizes  t he  packet  types  enu merated  above bu t  can  capt ure  any type  of  ne twork  t raffic as  a  
raw  packet  (i.e.,  as  an  instance  of  t he  Packet  class)  which  contains  t he  Packet's  whole  da ta.  This  
feature allows Java a p plications  to  analyze any packet  type.

Step 1: Preparing the System

Following are ins t r uctions  to  ins tall JPCap on  a fresh  installation  of Ubuntu  7.10 of Debian  4.0.

F

Install t he  necessary develop me nt  sof tware packages  to  crea te a  u sable develop me n t  environ me n t:

I

Install t he  GNU co m piler  an d  basic libraries
% su do  a p t - get  ins tall build - essen tial

%

Install t he  linux pca p  library
% su do  a p t - get  ins tall libpcap0.8

%

Install t he  Java SDK fro m  Sun
% su do  a p t - get  ins tall s un - java6 - sdk

%

Download  the  JPCap source and  extract  it in to  your  working direc tory
h t t p: / / n e t research.ics.uci.edu / kfujii / j pcap / j pcap - 0.7.tar.gz  
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Step 2: Building & Installing the JPCap JNI library

In a  ter minal window, navigate to  t he  [jpcap] / s rc /c  directory. For exa m ple:
~ / j pcap - 0.7 / s rc / c~

[IMPORTANT] Edit the  JAVA_DIR Makefile en t ry to  poin t  to  your  version  of jni.h
You can  find  it quickly with  t he  following com m a n d:
$  find  / u s r  - na me  jni.h
/ u s r / lib / jvm / java - 6 - s un - 1.6.0.03 / include / jni.h/

The Makefile sho uld  t hen  rea d
JAVA_DIR =  / u s r / lib / jv m / java - 6 - su n - 1.6.0.03J

In t he  ter minal window u n der  t he  [jpcap] / s rc /c  di rec tory type m ake to  crea te t he  share d  library
$  m ake
This will create t he  file 'libjpcap.so'. T

Copy 'libjpcap.so'  your  syste m's  Java JNI library directory
'[Java - dir] / j re / lib / < a rch > '  where < a rch >  is either  'i386' or  'sparc'. 
For my installation, t his  was / u s r / lib / jv m / j ava - 6 - su n / j re / lib /i386
Another  op tion  is to  copy the  library to  t he  directory where your  ap plication  is locate d.

Step 3: Building and Installing the JPCap JAR file

In a  ter minal window, nagivate to  t he  [jpcap] / s rc / java directory. For exa m ple:
~ / j pcap - 0.7 / s rc / java
There should  be  one  sub directory na me d  'jpcap'T

Com pile all of t he  .java files in t he  'jpcap'  and  'jpcap / p acket'  di rectories. 
$  find  . - na me  "*.java" - exec javac {} \ ;$

You m ay see t he  following error  for  IPPacket.java -  ignore it.
"Note: . / j pcap / p acket /IPPacket.java uses  u nchecked  or  u nsafe opera tions.""

Create t he  JAR file
jar  - cf jpcap.jar  jpcapj

Confir m  the  conten ts  of your  JAR file with  t he  following co m m a n d:
jar  - tvf jpcap.jarj

Copy the  new jpcap.jar  file to  your  Java exten tions  directory
$  cp jpcap.jar  '[Java - dir] / j re / lib / ex t /
For my installation, t his  was / u s r / lib / jv m / j ava - 6 - su n / j re / lib / ex t
Another  op tion  is  to  copy  the  JAR  file  to  your  ap plication's  di rectory  an d  ad d  it  to  your  
CLASSPATH.C

You are now rea dy to  begin using the  JPCAP Java Native Interface Library.
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